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[57] ABSTRACT 

A method for routing a packet of information between 
two hosts that are coupled to a network. Each of the 
hosts have a unique network address, and at least one of 
the hosts is a mobile host (10) that does not have a fixed 
network coupling location. The method includes a first 
step of (a) transmitting a packet from the mobile host to 
a second, destination host on the network through a 
wireless link that is established between the mobile host 
and a base access station (12) that serves a current physi- 
cal location of the mobile host The base access station 
is coupled to the network via a subnetwork (LAN) (14), 
and the packet includes a first Internet Protocol (IP) 
Loose Source Routing (LSR) option that includes a 
network address of the base access station. A second 
step (b) receives with the destination host the packet 
that includes the first IP LSR option. A third step (c) 
transmits a further, reply packet from the second host to 
the mobile host via the base access station in accordance 
with a path reversal technique wherein the reply packet 
includes a second IP LSR option that specifies as a first 
Routing address the network address of the base access 
station. As a result, the reply packet is directed through 
the network to the base access station that serves the 
current physical location of the mobile host, and an 
optimal, fast routing of the packet is achieved without 
involving intermediate gateways (16, 18). 



20 Claims, 4 Drawing Sheets 
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SHORTCUT P^TWORK LAYER ROUTING FOR 
MOBILE HOSTS 

CROSS-REFERENCE TO A RELATED PATENT 5 
APPLICATION 

This patent application b related to a conunonly 
assigned U.S. patent application entitled "Network 
Address Management for a Wired Network Supporting 
Wireless Communication to a Plurality of Mobile Us- 
ers". Ser. No. 07/605.59^ filed Oct. 29. 1990, now U.S. 
Pat. No. 5,159,592, by C. E. Perkins. 

FIELD OF THE INVENTION 

This invention relates generally to communication 
methods and apparatus and, in particular, to methods 
and apparatus for managing network datagram routing 
in a network that includes mobile users. 



BACKGROUND OF THE INVENTION 



20 



Commonly assigned U.S. Pat. No. 4,893,307, issued 
Jan. 9, 1990, "Method and Apparatus for Linking SNA 
Terminals to an SNA Host Over a Packet Switched 
Communications Network", D. B. McKay, R. M. Mor- 
ten and M. P. Marsili, describes an architectural model 25 
of the Department of Defense (DoD) protocol suite. 

Referring to FIG. 1, the architecture is said to be 
similar to, but not identical with, the International Stan- 
dards Organization (ISO) Open Systems Interconnec- 
tion (OSI) architecture. 30 

A Defense Data Network (DDN) standard estab- 
lishes criteria for an Internet Protocol (IP) which sup- 
ports the interconnection of communication LANs. 

It introduces the Internet Protocol's role and pur- 
pose, defines the services provided to users, and sped- 35 
fies the mechanisms needed to support those services. 
The standard also defines the services required of the 
lower protocol layer, describes the upper and lower 
interfaces, and outlines the execution environment ser- 
vices need for implementation. 40 

A Transmission Control Protocol (TCP) is a trans- 
pon protocol providing connection-oriented, end-io- 
end reliable data transmission in packet-switched com- 
puter LANs and internetworks. 

The Internet Protocol (IP) and the Transmission 45 
Control Protocol (TCP) are mandatory for use in all 
DoD packet switching networks which connect or 
have the potential for utilizing connectivity across net- 
work or subnetwork boundaries. Network elements, 
such as hosts, front-ends, gateways, etc., within such 50 
networks which are to be used for internetting must 
implement TCP/IP. 

The Internet Protocol is designed to interconnect 
packet-switched communication LANs to form an in- 
ternetwork. The IP transmits blocks of data, called 55 
internet datagrams, from sources to destinations 
throughout the internet Sources and destinations are 
hosts located on cither the same subnetwork or on con- 
nected LANs. The IP is intentionally limited in scope to 
provide the basic functions necessary to deliver a block 60 
of data. Each internet datagram is an independent entity 
unrelated to any other internet datagrams. The IP does 
not create connections or logical circuits and has no 
mechanisms to promote data rehabiliiy, flow control, 
sequencing, or other services commonly found in vir- 65 
tual circuit protocols. 

The DDN standard specifies a host IP. As defined in 
the DoD architectural model, the Internet Protocol 



resides in the internetwork layer. Thus, the IP provides 
services to transport layer protocols and relies on the 
services of the lower network protocol. In each gate- 
way, a s>'stem interconnecting two or more LANs, an 
IP resides above two or more LAN's protocol entities. 
Gateways implement IP to forward datagrams between 
LANS. Gateways also implement a routing protocol to 
coordinate signalling and other internet control infor- 
mation. 

Various Network Access Protocols reside below the 
IP and may include, by example, an Ethernet protocol, 
an X.25 protocol, and, of particular interest herein, a 
wireless network protocol. 

The Internet protocols were originally developed 
with an assumption that users, each of which is assigned 
a unique Internet address, would be connected to the 
network at fixed locations. However, for portable and 
handheld computers employing a wireless protocol the 
movement, or migration, of users about the network is 
typically the rule rather than the exception. As a result, 
a problem is created in that the implicit design assump- 
tions of the Internet protocol are violated by this type of 
usage. 

The problem that arises thus relates to providing 
optimal network layer routing with a mobile host, when 
network layer addTess(cs) assigned to a host may not 
bear any network topological significance. The prob- 
lem arises because of a requirement for a host to have an 
identifier that remains fixed, even as the host moves, 
while at the same time providing sufficient information 
in the network layer to make network layer routing 
feasible. 

It is thus an object of this invention to provide a 
method for optimizing network layer routing between a 
pair of hosts, where at least one of the hosts is mobile 
and, as a result, docs not have a fixed connection loca- 
tion with respect to the network. 

It is another object of the invention to provide a 
method for optimizing network layer routing between a 
pair of hosts, where at least one of the hosts is mobile, in 
the context of a network that operates in accordance 
with the Internet or an Internet-type protocol. 

SUMMARY OF THE INVENTION 

The foregoing and other problems are overcome and 
the objects of the invention are realized by a method for 
routing a packet of information between two hosts that 
are coupled to a network Each of the hosts have a 
unique network address, and at least one of the hosts is 
a mobile host that docs not have a fixed network cou- 
pling location. The method includes a first step of (a) 
transmitting a packet fi-om the mobile host to a second, 
destination host on the network through a wireless link 
that is established between the mobile host and a base 
access station that serves a current physical location of 
the mobile host. The base access station is coupled to 
the network via a subnetwork (LAN), and the packet 
includes, in a presently preferred embodiment of the 
invention, an Internet Protocol (IP) Loose Source 
Routmg (LSR) option that includes a network address 
of the base access station. 

A second step (b) receives with the destination host 
the packet that includes the first LSR option, and a 
third step (c) transmits a further packet, typically a 
reply packet, from the second host to the mobile host 
via the base access station in accordance with a path 
reversal technique. 
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In accordance with the path reversal technique, if a 
host receives a datagram containing a completed source 
route, i.e. the pointer points beyond the last address 
field, the datagram is considered to have reached its 
final destination. The source route option (recorded 
route), as received, is passed up to a Transport layer, or 
to ICMP message processing. The recorded route is 
reversed and is used to form a return source route for 
reply datagrams. When the return source route is built, 
it is correctly formed even if the the recorded route 
included the source host. 

As a result, the reply packet (datagram) is directed 
through the network to the base access station that 
serves the current physical location of the mobile host, 
and an optimal, fast routing of the packet is achieved 
without requiring the involvement a mobile router. 

In response to the mobile host establishing a wireless 
link with a second base access station on the same or a 
different subnetwork, the method includes the steps of 
detcnnining the network address of the second base 
access station with the mobile host; transmitting the 
network address of the second base access station from 
the mobile host to a mobile router that is coupled be- 
tween the subnetwork and the network, the transmis- 25 
sion including the network address of the mobile host; 
and maintaining the network address of the mobile host 
and the network address of the second base access sta- 
tion with the mobile router. 
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BRIEF DESCRIPTION OF THE DRAWING 

The above set forth and other features of the inven- 
tion are made more apparent in the ensuing Detailed 
Description of the Invention when read in conjunction 
with the attached Drawing, wherein: 

FIG. 1 is a prior art architectural diagram of the 
Defense Data Network; 

FIG. 2 is a block diagram showing a plurality of 
mobile hosts in bidirectional wireless communication 
with two LANS via a plurality of base access stations; 

FIG. 3a illustrates a format of an Internet Datagram 
Header; 

FIG. 3b illustrates a format of a Loose Source and 
Record Route (LSSR) option employed in the OP- 
TION field of FIG. 3a; and 

FIGS. 4 and 5 are each a flowchart that illustrate an 
aspect of the method of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

It is noted that the method described in detail below 
is applicable to hosts that use either the IP, or a protocol 
known as the Connectionless-Mode Network Service 
Protocol (CLNP), as the network layer protocol. IP is 
described in detail in a document entitled "Internet 
Protocol Darpa Internet Program Protocol Specifica- 
tion*', September 1981, RFC:79L CLNP is described in 
a document entitled "Protocol for providing conncc- 
The mobile router advertises to the network the net- 30 tionless-mode network service", ISO 8473. Although 
work address of the mobile router and also the network the ensuing description is made specifically with refer- 
address of network associated with the mobile hosts. ence to the IP, it should be realized that support for 
The step of transmitting the reply packet includes the CLNP may be accomplished using the same techniques, 
steps of rcceivmg the reply packet at the base access As such, the teaching of the invention is not intended to 
station; and determining if the mobile host is currentiy 35 be limited in scope to only networks that employ IP. 
located within the physical area served by the base Reference is made to FIG. 2 where there is illustrated 
access station. a communications area network 1. The network 1 in- 

If it is determined that the mobile host is currently eludes one or more local area networks (LANs) 14. 
located within the physical area served by the base Each LAN 14 includes a wireless network comprised of 
access station, the method forwards the reply packet ^ at least one Mobfle Host_(MH) 10 in wireless communi- 
from the base access station over the wireless link to the 
mobile host. 

If, instead, it is determined that the mobile host is not 
currently located within the physical area served by the 



cation with one or more Base Access Stations (BAS) 12. 
Each of the B ASs 12 is bidircctionally coupled to one of 
the wired LANs 14, also referred to herein as Level 2 

^ ^ subnetworks. In the presently preferred embodiment of 

base access station, the method forwards the reply '^^ the invention the wireless medium is comprised of infra- 
packet from the base access station over the network to '^'^ ^ 
the mobile router, if there are no further intermediate 
addresses within the LSR option. The mobile router 
then forwards the reply packet to a second base access 



red (IR) radiation, although other embodiments may 
employ an RF wireless medium. Each of the BASs 12 
has associated therewith a communications coverage 
area, or cell 11, which may or may not overlap one 



station that serves a physical location within which the J^S*^!' Communication between MHs 10. and from a 



mobile host is currently located. 

In response to a reception of an packet by the mobile 
router from the network, the packet not including a 
LSR option and having the network address of the 
mobile host as a destination address, the method in- 
cludes the steps of (a) converting the received packet 
into an packet that includes a LSR option, the LSR 
option being provided by the mobile router with the 



^^H 10 to other entities coupled to the network, is 
through the BASs 12, via the LAN 14. Communication 
between the BASs 12 is primarily via the LAN 14. 
One suitable cmbodhnent for the BASs 12 and the 
55 MHs 10 is disclosed in commonly assigned U.S. Pat 
No. 5,068,916, issued Nov. 26, 1991, entitied "Coordina- 
tion of Wireless Medium Among A Plurality Of Base 
Stations", by C. G. Harrison and Peter D. Hortensius. It 
should be realized, however, that the teaching of the 



■TZ^ w'"?.*"^ "t^ base access station that is serv- invention may be ^bodied ;athin a number of differ- 
mg the physical location withm which tile mobile host ent types of wireless network embodiments. 
IS currently located; (b) forwarding the converted If there U more than one Level 2 subnetworic (LAN) 
packet from the mobile router to the base access station then each of the LANs 14 preferably includes at least 
that serves the physical location within which the mo- one local gateway (GW) 16 for coupling the MH 10, via 
bile host IS currently located; and (c) receiving the con- 65 the BAS 12 and the LAN 14, to a gateway 18. The 
verted packet and forwarding tiie received converted connection between the local gateways 16 and the gate- 
packet from the base access station, over the wireless way 18 may be via some arbitrary number of additional 
link, to the mobile host. gateways. The gateway 18 is also coupled to remote 
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network users who may be dispersed over a wide geo- 
graphic area. The local gateways 16 may each be an 
"intelligent" BAS, or may be a separate dedicated net- 
work entity as shown. The gateway 18 is preferably a 
data processor having suitable network adapters and an 
archival facility. 

An IP address consists of four bytes, or 32 bits, that 
are panitioned into a LAN identification and a Host 
identification. By example, an IP address may have the 
form 123.45.67.12. In the absence of a subnet mask, the 
first one, two, or three bytes encode a LAN address. 
For example, the LAN address may be encoded as 123 
(byte 1) and 45 (byte 2). The remaining bits generally 
encode Host address information. In the example pro- 
vided Host (12) may have up to 64K IP addresses asso- 
ciated therewith, as encoded in the third and fourth 
bytes. 

It is assumed in the ensuing description that each MH 
10 has a Network Layer Address (IP address or an 
NSAP). This address is referred to as a "permanent 
address" that docs not change as the MH 10 migrates 
between Level 2 subnetworks. However, it is within the 
scope of the invention to provide dynamic creation of 
such a "permanent" address for the MH 10, as is de- 
scribed in the aforementioned commonly assigned U.S. 25 
patent application entitled "Network Address Manage- 
ment for a Wired Network Supporting Wireless Com- 
munication to a Plurality of Mobile Users", Ser. No. 
07/605,592, filed Oct. 29, 1990, by C E. Perkins. As 
such, the gateway 18 may include components for main- 
taining and allocating pseudo-IP addresses to the MHs 
10, as described in the above referenced conamonly 
assigned U.S. patent application Ser. No. 07/605,592. 

It is also assumed that each MH 10 has at least one 
server, referred to herein as a Mobile Router (MR) 20. 
The functionality of the MR 20 is included within the 
gateway 18, and is shown as such in FIG. 2. The MR 20 
serves two functions. 

Firstly, the MR 20 is used as a "proxy" for "perma- 
nent addresses" assigned to MHs 10. In other words, the 40 
MR 20 advertises reachability (via routing protocols) to 
the addresses of the MHs 10 for which it acts as a proxy. 
It should be noted that such an advertisement has no 
implications on the actual Level 2 subnetworks that the 
MR 20 is attached to. 

Secondly, as a MH 10 moves between different Level 
2 subnetworks, the MR 20 that is currently acting as a 
proxy for that MH 10 is informed of the MHs 10 loca- 
tion, via the BAS 12, as described in detail below. 
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time that the MH 10 is within a coverage area served by 
the BAS 12. For example, if the wireless communica- 
tion occurs in the infrared (IR) frequency spectrum, a 
BAS 12 would be limited to servicing mobile hosts 
within infrared range of the BAS 12. As was noted 
above, the area served by a BAS 12 is referred to as a 
"cell" and cells served by different BASs 12 may over- 
lap. As seen in FIG. 2, a given MH 10' may be posi- 
tioned within an overlap between iwo or more cells 11 
and, as a result, in some embodiments of the invention 
may be serviced by each of the associated BASs 12. 
However, service by more than one BAS 12 is not 
required and, thus, the teaching of the invention may 
also be practiced in a wireless network wherein only 
one BAS 12 may be assigned responsibility, at any given 
time, for a MH 10. 

It is also assumed that a given MH 10 can ascertain 
the network layer address of a BAS 12 (or one of the 
interfaces of the BAS 12) serving the current cell 
wherein the MH 10 is located, and that a BAS 12 can 
ascertain network layer addresses of all operational 
MHs 10 within the cell served by the BAS 12. Both of 
these assumptions are based on the bidirectional com- 
munications capability that exists between a BAS 12 and 
the MH(s) 10 with the associated cell 11. 

As the MH 10 moves or migrates, the set of the 
BAS(s) 12 that the MH 10 can reach within a Level 2 
subnetwork (within a single network layer hop) may 
change. As employed herein, a network layer hop is 
considered to be a transmission between two network 
entities without involving intermediate network enti- 
ties. The method of the invention requires that a MH 10 
notify the associated MR(s) 20 of such changes by sup- 
plying the MR(s) 20 with the address(es) of the BAS(s) 
12 that are currently reachable by the MH 10. The MR 
20 maintains this information within a MH/BAS MAP 
20a, wherein the IP address of each MH 10 is associated 
with one or more IP addresses of the BASs 12. 

An aspect of this invention is the use of an IP feature 
known as a Loose Source Record Routing, or Loose 
Source Routing (LSR) option. By exploiting the LSR 
option in a novel fashion within the context of a wireless 
network having migrating MHs 10, the invention ena- 
bles a packet from a source host to bypass the MR 20 
and to be routed instead directly to the BAS 12 that 
serves the MH 10 that is the destination for the packet. 

As seen in FIG. 3a, the contents of an internet data- 
gram header includes an OPTIONS field. Options may 
or may not appear in a datagram. What is optional is 



For redundancy, a MH 10 may have more than one 50 their transmission in any particular datagram, not their 



MR 20 associated therewith. Thus, there is no restric- 
tion implied or intended as to the number of MRs 20 
associated with a single MH 10, although the MH 10 
will own but a single IP address. 

It is also assumed herein that a given MH 10 can 
ascertain a Network Layer address of the MR 20 that 
serves as its proxy by way of, by example only, a MH 
system management function, or by a sutic configura- 
tion. 



implementation. That is, the OPTIONS must be imple- 
mented by all IP modules (hosts and gateways). The 
option type of particular relevance herein is the LSR 
option, which is used to route an internet datagram 
55 based on information supplied by the source of the 
datagram. 

Referring to FIG. 36, the LSR option provides a 
means for the source of an internet datagram to supply 
routing information to be used by the gateways in for- 



From a network layer routing point of view, a given 60 warding the datagram to the destination, and to record 



MH 10 is always considered to be attached to the one of 
the Level 2 subnetworks as defined by the permanent IP 
address or pseudo-IP address of the MH 10. An MR 20 
associated with a given MH 10 functions as the closest 
network layer gateway to the MH 10. 

Each MH 10 maintains its network connectivity by 
acccptmg service from the BAS 12 that transmits data 
to and receives data from the mobile host during the 



the route information. 

The LSR option begins with the option type code 
(131). The second octet is the option length, the length 
including the option type code, the length octet, a 
65 Pointer octet, and length-3 octets of Routing Data. The 
third octet is the Pointer into the Route Data, and 
which indicates the octet which begins the next source 
address to be processed. The Pointer is relative to this 
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option, and the smallest legal value for the Pointer is the Route Data is empty, and wherein the Pointer 

fo^- points to the first (null) Route Data address. 

The Route Data is composed, typically, of a series of Control then passes to Block D, as it also does if the 

internet addresses. Each internet address is 32 bits, or determination at Block B is YES. That is, if YES at 

four octets. If the Pointer is greater than the length, that 5 Block B, the incoming NPDU already contains a Loose 

is the Pointer pomts beyond the last address entry in the Source Route option. 

Route Data, the source route is empty (and the re- The MR 20 operates at Block D to first append the 

corded route full) and the routing is then based on the content of the IP header Destination Address field to 

datagram Destination Address Field (HG. 3fl). the end of the LSR option Route Data. At this point. 

If the address in the Destination Address Field has 10 the Destination Address is the address of the MH 10 to 

been reached, and the Pointer is not greater than the which the NPDU is directed. The MR 20 then increases 

length, the next address in the source route replaces the the LSR option Length accordingly. Next, the-MR 20 

address in the Destination Address Field, the recorded accesses the MH/BAS Map 2JQa to retrieve the address 

route address replaces the Source Address just used, of a BAS U that is responsible for the MH 10 to which 

and the Pointer is increased by four. 15 the NPDU is directed. The address of the responsible 

The recorded route address is the internet module's BAS 12 is then inserted mto the Destination Address of 

own internet address, as known in the environment into the NPDU. 

which this datagram is being forwarded. At Block E the MR 20 forwards the NPDU, in accor- 

The procedure of replacing the source route with the dance with the address in the Destination Address field, 

recorded route (though it is in the reverse of the order 20 to the BAS 12 that is currently responsible for the MH 

required to be used as a source route) means that the 10 to which the NPDU is directed. 

LSR option (and the IP header as a whole) remains a It is noted that for condition (a) the LSR option wfll 

constant length as the datagram progresses through the typically not be on. However, if the datagram is first 

internet. sourccd by another MH 10, and assuming that, in accor- 

This option is referred to as a Loose Source Route 25 dance with the invention, all MH 10 sourced datagrams 

because the gateway 18 (MR 20) or host IP is allowed to arc always sent with the LSR option turned on, then the 

use any route of any number of intermediate gateways YES condition at Block B will be satisfied, 

to reach the next address in the route. In the case (b) the source host will have previously 

As employed by the invention, the LSR option in- received a packet from the destination MH 10 specify- 
eludes a list of network layer addresses of the BAS(s) 12 30 ing the return path to the destination MH 10, using the 
serving the current location of the MH 10, and employs Loose Source Routing option of the Network Layer 
the Pointer to point to one of the addresses. It is a speci- Protocol. The network will (as required) attempt to 
fied requirement of the Network Layer Protocol that deliver the packet to the destination, which was taken 
responses to packets that use the LSR option be deliv- from the next address m the list of addresses specified 
ered along the reverse of the path specified by the 35 with the LSR option. The destination address will, in 
packet initiating the response (e.g. the packet from the accordance with the invention, correspond to a BAS 12 
MH 10). Thus, it foDows that forwarding of the re- that is presently serving the destination MH 10. 
sponse packets is determined by the addresses specified As a MH 10 moves from one Level 2 subnetwork to 
by the LSR option, i.e. the addresses of the BAS(s) 12 of another, its current cell and, thus, BAS 12, also changes, 
the cell(s) presentiy serving the MH 10. As a result of 40 If the traffic between a pair of hosts is bidirectional, 
the use of the LSR option, a single IP header conveys then the recipient of an NPDU direaly notifies the 
information both about the identity of the MH 10, in tiie originator of the NPDU of its movement by inserting 
form of the Destination Address of the packet, as well the address of the new BAS U as the Destination Ad- 
as about the topological location of the MH 10, in the dress. This occurs when the recipient host sends 
form of the BAS 12 address entry or entries of the LSR 43 NPDUs back to the originating host According to the 
option Route Data fields. "Host Requirements", specified by "Requirements for 

When one source host sends a Network Layer Proto- Internet Hoste Communications Layers", by R. Braden, 

col Data Unit (NPDU) to another host (destination), RFC 1122 (10/89), when a host receives a Network 

and if the destination is the MH 10, then there exists Layer NPDU destined to it with the LSR option in the 

only one of two possible conditions: 50 NPDU, the host is required to reverse the Source Route 

a) the source host is initiating a data stream to the desti- and use it to form the return source route for reply 
nation, with no previous knowledge of the dcstina- datagrams. This operation is specified in detail in Sec- 
tion host's whereabouts; or tion 3.2.1.8 of the above referenced RFC 1 122. 

b) the source host is sending data to the destination in That is, and in accordance with this path reversal 
response to some previous transmission by that desti- 55 technique that is employed by the teaching of the invcn- 
nation host tion, if a host receives a datagram containing a com- 
In the case (a), and as seen in the flow chart of FIG. pleted source route, le. the pointer points beyond the 

4, the NPDU is delivered in accordance with conven- last address field, the datagram is considered to have 
tional IP routing from the source host to the MR 20 reached its final destination. The source route option 
which has previously advertised reachability to the 60 (recorded route), as received, is passed up to the Trans- 
destination address (Block A). Upon receipt of the port layer, or to ICMP message processmg. The re- 
NPDU, the MR 20 makes a determination if the NPDU corded route is reversed and is used to form a return 
has a LSR option (Block B). If NO, and in that the MR source route for reply datagrams. When the return 
20 maintams a record of the network layer address(es) source route is built, it is correctiy formed even if the 
of the BAS(s) 12 that serve the cell(s) that the dcstina- 65 recorded route included the source host 
tion MH 10 is presently located (BASAIH MAP 20a), Furthermore, and as is specified in Section 3.2.1.8 of 
the MR 20 creates an empty LSR option in the NPDU the RFC 1122, if a source-routed datagram is frag- 
(Block C). That is, an LSR option is created wherein mented, each fragment will contain a copy of the source 
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route. Since the processing of IP options (including a As seen in the flowchart of FIG. 5, when a BAS 12 

source route) must precede reassembly, the original receives an NPDU with the LSR option (Block A), the 

datagram wiU not be reassembled until the final destina- BAS 12 first examines the last LSR option address data 

tion is reached. entry, i.e. the address of the mobile host 10. The BAS 12 

For example, a source routed datagram is to be 5 then determines at Block B whether the addressed MH 

routed from a source (S) host to a destination (D) host 10 is "up" 0-e. currently located within the cell served 

via gateways Gl, G2, . . . Gn. An ambiguity may exist by the BAS 12). If the MH 10 is not up, the BAS 12 

in the specification as to whether the source route op- deletes its own IP address from the Destination Address 

tion in a datagram sent out by S should be (A) or (B): field (Block C). The BAS 12 then determines at Block 

(A) : {>>G2, 03. . . . Gn, D} (correct), or 10 D if there are any intermediate LSR option addresses 

(B) : {S, > >G2, G3, . . . Gn, D} Cmcorrect), before the last LSR option address of the MH 10. If NO, 
where > > represents the Pointer. If (A) is sent, the the BAS 12 forwards the NPDU to the MR 20, and 
datagram received at D will contain the option: processmg continues in accordance with the flowchart 
{Gl, G2. . . . Gn > > }, of FIG. 4. If YES at Block D, the BAS 12 advances the 
with S and D as the IP source and destination addresses, Pointer in the LSR option to the next address entry 
respectively. If (B) were sent, the datagram received at (Block F) and proceeds to forward the NPDU to the 
D would again contain S and D as the IP source and option (Block G). 
destination addresses, but the option would be: the MH 10 is up (YES at Block B). the BAS 12 
(S, Gl, . . . Gn> >), i.e., the originating host would be processes the LSR option by inserting its Destination 

the first hop in the route. Address mto the LSR option Route Data at the cunent 

In accordance with the teaching of the invention. Pointer location. The BAS 12 also lakes the last Route 

when a MH 10 moves from one Level 2 subnetwork to address, that is the address of the MH 10, and puts 

another, while communicating with another host, only ^^^"^ Destination Address. The 

the fir^t NPDU sent to the MH 10 would go through ^ .^'^"'J^"^ ^'^y^"** of 

the MR 20 that acts as the proxy for the MH 10. The °?iSr°i?'^''^ ^' and delivers the NPDU directly 

remainder of the NPDUs then flow instead to the MH '° ^^"^ ^ '^^'J^'f ? t! Uie datagram header 

10 directly through the BAS 12 currenUy servicing the P^^^tJ^" /^ddr^ CBlock I). If the BAS 12 advances 

MH 10, as indic^Jed by the LSR Option '^^''^ J,K'^SJ?r.n' tf- il^'n*' 

In accordance with the invention the use of the LSR „ ^nn n k 'f JS' 

Option, in effect, produces a "shortcut routing^'between '° JwhT? Z^^^'n ^"^^ '1"^°"" 

o «f »,«ctr -rt,- 'c *i • w't" destination MH 10. This occurs because 

a pair of hosu. The shortcut routmg significantly mi- 12 forwards the NPDU to the appropriate 

Ht'^r^^lf^^^Zf'n^T. ^TrT ?T' ""T H ^ ^^^"^ ^^^^^ the packet to 

Snt ofcllnl^^ n T^t^tt ' ' ^ ^0. and all gateways have a record of the roui- 

.V, S^ T X T . . c u- . 35 ing information advertised by the MR 20 for the address 

As the MH 10 moves the ccU and BASs 12 to which J,^^ mh(s) served by the MR 20. 

It IS connected through, by e:^ple, the bidirectional Receiving an NPDU with a MH 10 does not require 

R wireless hi^. also changes. In the proce^of n^^^^ processing, other than advancing the 

rom one cell to another it is possible for a MHIO to be ointer beyond the end of the LSR option (if required) 

beared m more than one ceU, such as the MH 10' of ^ prfor to any further processing so as fo coirform to the 

HG. 2, and to has be able to receive service fro LSR option specification. Inaddition. for every incom- 

than one BAS 12. To facihtate shortcut routmg the MH j ^^^^^ tj^^ 10 stores the portion of the LSR 

10 may, but is not required to, insert the addresses of all Option that docs not have addresses of the BAS(s) 12 

the relevant BASs mto the Loose Source Route option. directly reachable by the MH 10. Such a LSR Option 

The order m which these addresses are specified in the 45 fragment may indicate, for example, the BAS(s) 12 that 

Loose Source Route option may be irrelevant, or may serve the originator of the packet if the originator is also 

be based on cntena such as signal strength, with the a mH 10, or any host using the LSR option for any 

BAS 12 havmg the highest signal strength being listed reason. 

, Sending an IP packet to another host involves con- 
As a result. It is typically unnecessary to mvolve the 50 stnicting a LSR option as a concatenation of the BAS(s) 
MR(s) 20 that act as proxies for the MH 10 as the MH u directly reachable by the MH 10, followed by the 
10 moves. This technique yields even a greater optimal- lSR extracted from the packct(s) received from that 
ity m routing. It should be noted, however, that the MH host (if any). The LSR pointer is set to point beyond the 
10 must mform the MR 20 of any changes in the identi- list of the BAS(s) U dircctiy reachable by the MH 10, in 
ties of the BASs that arc scrvmg the MH 10, m that such 55 that there is no need for the MH 10 to route the packet 
changes amount to changes to the topology of the Level to the BAS(s) that serve the MH 10. This constructed 
2 subnetwork containing the "permanent" address of LSR option is then inserted within the outgoing packet, 
the MH 10. Some previous approaches for forwarding NPDUs 
By supplying the associated BAS 12 address in each between a pair of hosts attached to different Level 2 
reply NPDU, a MH 10 informs the originator of the 60 subnetworks involve datagram encapsulation by the 
packet traffic about its most current network location, MRs 20 and BASs 12. Moreover, at least one of these 
By usmg the address of the BAS 12 rccipient (supplicd approaches C*IP-based Protocols for MobUe Intemet- 
in the reply NPDUs), the originator of the traffic is working", loannidis, J., Duchamp, D., Maguire, G., 
enabled, in effect, to track the most current location of Proceedings SIGCOMM 1991) requires ubiquitous 
the recipient of the traffic. Such tracking enables the 65 knowledge of the actual location of all the mobile hosts 
construction of optimal routes between a pair of hosts, within a routing domain. That knowledge, in turn, may 
using the facilities of the IP, while at the same time reqture significant information exchange between all 
minimizing the involvement of the MR(s) 20. the BASs 12 within the routing domain. For inter- 
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domain connectivity the routing always involves a BAS 
12 located in the "home" domain of a mobfle hast 

The present invention provides advantages over 
these previous approaches. Firstly, it does not require 
flooding the network with information, about actual 
locations of mobile hosts, to all the BASs U within a 
domain, as in the immediately above referenced pro- 
posal, in that for each MH 10 only the associated MR 20 
has to maintain the location information, in the form of 
a MH 10, BAS 12 mapping. 

Secondly, in many cases routes between MH 10s that 
mvolve inter-domain mobility are likely to be shorter 
than the routes obtained with above referenced pro- 
posal. 



12 



10 



2. A method as set forth in claim 1 and further com- 
prising the steps of: 

in response to the mobile host establishing a wireless 
link with a second base access station on the same 
or a different subnetwork, 

transmitting the network address of the second base 
access station from the mobile host to a mobile 
router that is coupled between the subnetwork and 
the network, the transmission including the net- 
work address of the mobile host; and 

maintaining, with the mobfle router, the network 
address of the mobile host and the network address 
of the second base access station. 

3. A method as set forth in claim 2 and including a 



Thirdly, by restnctrag the knowledge of MH 10 15 step of transmitting to the network from the mobile 
movements to only the MH 10 itself, and the MR 20 of router the network address of the mobile router and the 
that MH 10, the teachmg of the invention significantly network address of the mobile host 
simplifies security implications and authentication re- 4. A method as set forth in claim 2 wherem, in re- 
quirements, sponse to a reception of a packet by the mobile router 
Fourthly, by avoiding datagram encapsulation the 20 from the network, the packet not including an LSR 



invention avoids potentially detrimental performance 
implications associated with the fragmentation that may 
be necessary to accomplish encapsulation. 

Fifthly, by avoiding datagram encapsulation the 
teaching of the invention reduces the amount of proto- 25 
col information carried by NFDUs. 

Finally, by avoiding datagram encapsulation the 
method of the invention reduces the overhead that 
otherwise would be imposed on BASs 12. That is, for 
most NfPDUs the BASs 12 function as pure IP routers, 30 
without any knowledge of whether the NPDUs arc 
destined to mobile or non-mobile hosts. 

While the invention has been particularly shown and 
described with respect to a preferred embodiment 
thereof, it will be understood by those skilled in the art 35 
that changes in form and detafls may be made therein 
without departing from the scope and spirit of the in- 
vention. 

Having thus dcscnbed our invention, what we claim 
as new, and desire to secure by Letters Patent is: 

1. A method for routing a packet of information be- 
tween a first host and a second host that are coupled to 
a network, each of the hosts having a unique network 
address, wherein at least one of the hosts is a mobile 
host that does not have a fixed network coupling loca- 
tion, comprising the steps of: 
transmitting a packet from the mobile host to the 
second host on the network through a wireless Unk 
that is established between the mobile host and a 
first base access station that serves a current physi- 50 
cal location of the mobile host, the first base access 
station being coupled to the network via a subnet- 
work, the packet including a first Loose Source 
Routing LSR option that includes a network ad- 
dress of the first base access station and possibly at 55 
least one further network address; 
receiving with the second host the packet that in- 
cludes the first LSR option; and 
transmitting a further packet from the second host to 
the mobile host, via the first base access station and 60 
the wireless link, in accordance with a path rever- 
sal technique such that the further packet mcludes 
a second LSR option that includes the network 
address of the first base access station that was 



option and having the network address of the mobile 
host as a destination address, the method includes the 
steps of: 

converting the received packet into a packet that 
includes a newly created LSR option, the newly 
created LSR option being provided by the mobile 
router with the network address of the mobile host, 
the received packet further being provided with a 
destination address of a base access station that is 
serving the physical location within which the 
mobile host is currently located; 
forwarding the converted packet from the mobile 
router to the base access station that serves the 
physical location within which the mobile host is 
currently located; and 
receiving the converted packet and forwarding the 
received converted packet from the base access 
station over the wireless link to the mobile host 

5. A method as set forth in claim 1 wherein the step of 
40 transmitting the further packet includes the steps of: 

receiving the further packet with the first base access 
station; and 

determining if the mobile host is currently located 
within the physical area served by the first base 
access station; 
if it is determined that the mobile host is currently 
located within the physical area served by the first 
base access station, forwarding the further packet 
from the first base access station over the wireless 
link to the mobile host; else 
if it is determined that the mobile host is not currently 
located within the physical area served by the first 
base access station, and if it is determined that the 
second LSR option does not include a network 
address other than the network address of the mo- 
bile host, forwarding the further packet from the 
first base access station over the subnetworic to a 
mobile router that is coupled between the subnet- 
work and the network; and 
forwarding the further packet from the mobile router 
to a second base access station that serves a physi- 
cal location within which the mobile host is cur- 
rently located. 

6. A method as set forth in claim 5 wherein, if it is 



45 



mcluded within the first LSR option, whereby the 63 determined that the mobile host is not currenUy located 
further packet is directed through the network to within the physical area served by the first base access 
the first base access station that serves the current station, the step of forwarding the fiirther packet from 
physical location of the mobUe host the first base access station over the subnetwork to the 
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mobUe router mcludes an inidaJ step of deleting the 
address of the first base access station from the further 
packet. 

7. A method as set forth in claim 5 wherein, if it is 
determined that the mobile host is currently located 5 
within the physical area served by the first base access 
station, the step of forwarding the further packet from 
the first base access station over the wireless link to the 
mobile host includes an initial step of advancing an LSR 
option address pointer beyond a last LSR option ad- 10 
dress. 

8. A method as set forth in claim 5 wherein, if it is 
determined that the mobile host is not currently located 
within the physical area served by the first base access 
station, the method includes a step of: is 

deleting the network address of the first base access 
station from the further packet; and, if it deter- 
mined that the LSR option includes a further net- 
work address other than the network address of the 
mobile host, the method further includes the steps 20 
of: 

advancing a LSR option address pointer to the next, 

further network address; and 
forwarding the packet to the next network address. 

9. A method as set forth in claim 1 wherein the wire- 25 
less link is an infrared radiation link. 

10. A method for routing a packet of information 
between two hosts that are coupled to a network, each 
of the hosts having a unique network address, wherein 

at least one of the hosts is a mobile host that does not 30 
have a fixed network coupling location, comprising the 
steps of: 

in response to a reception of a packet from the net- 
work by a mobile router, the packet not including 
an LSR option and having the network address of 35 
the mobile host as a destination address, 

converting the received packet into a packet that 
includes a LSR option, the LSR option being pro- 
vided by the mobile router with the network ad- 
dress of the mobile host, the received packet fur- 40 
ther being provided with a destination address of a 
base access station that is servmg, with a wireless 
communication link, a physical location within 
which the mobile host is currently located; 

forwarding the converted packet from the mobile 45 
router to the base access station that serves the 
physical location within which the mobile host is 
currently located; and 

receiving the converted packet and forwarding the 
received converted packet from the base access 50 
station over the wireless link to the mobile host. 

11. A method as set forth in claim 10 wherein the step 
of receiving the converted packet includes the steps of: 

determining if the mobile host is currently located 
within the physical area served by the base access 55 
station; 

if it is determined that the mobile host is currently 
located within the physical area served by the base 
access station, forwarding the converted packet 
from the base access station over the wireless link 60 
to the mobile host; else 

if it is determined that the mobile host is not currently 
located within the physical area served by the base 
access station, and if it is determined that the LSR 
option does not include a network address other 65 
than the network address of the mobile host, for- 
warding the converted packet from the base access 
station to the mobile router; and 
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forwarding the converted packet from the mobile 
router to another base access station that serves a 
physical location within which the mobile host is 
currently located. 

12. A method as set forth in claim 10 wherein the 
wireless link is an infrared radiation link. 

13. A method as set forth in claim 10 wherein the 
network address and the destination address are Inter- 
net addresses. 

14. A method as set forth in claim 10 wherein the 
steps of receiving and forwarding are accomplished 
using an Internet Protocol. 

15. A mobile host having a network address, the 
mobile host comprising: 

means for bidirectionally communicating with a data 
communications network through a first base ac- 
cess station over a wireless communications link, 

. the first base access station serving a wireless com- 
munications cell that encompasses a current physi- 
cal location of the mobile host; and 

means for transmitting an information packet to the 
data communications network, the information 
packet being transmitted over the wireless commu- 
nications link to the first base access station, the 
information packet including a first Loose Source 
Routing LSR option that includes a network ad- 
dress of the first base access station. 

16. A mobile host as set forth in claim 15 and further 
comprising means for receiving an information packet 
from the data communications network, the informa- 
tion packet being received from the first base access 
station over the wireless communications link, the re- 
ceived information packet including a second LSR 
option that includes the network address of the first 
base access station. 

17. A mobile host as set forth in claim 15 and further 
comprising means, responsive to the mobile host estab- 
lishing a wireless communications link with a second 
base access station, for transmining the network address 
of the second base access station from the mobile host to 
a mobile router that is coupled to the network, the 
transmission including the network address of the mo- 
bile host. 

18. A mobile host as set forth in claim 15 wherein said 
means for bidirectionally communicating includes 
means for transmitting and receiving infrared radiation 
signals. 

19. A data communications system for routing a 
packet of information over a network, comprising: 

at least one mobile host having a network address, 
said at least one mobile host not having a fixed 
network coupling location, said at least one mobile 
host including means for bidirectionally communi- 
cating with a wireless communications link; 
at least one base access station that is coupled to the 
network and that serves a communication cell by 
means of the wireless communication link; and 
a mobile router having means for transmitting infor- 
mation packets to the network and means for re- 
ceiving information packets from the network, said 
mobile router further including means, responsive 
to a reception of an information packet from the 
network, the packet not including a Loose Source 
Routing LSR option and having a network address 
of a mobile host as a destination address, for con- 
verting the received information packet into a con- 
verted packet that includes a LSR option, said 
converting means providing the LSR option with 
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the network address of the mobile host and also 
providing the converted packet with a destination 
address of a selected base access station that is 
serving, through the wireless communication link, 
a communication cell within which the mobile host 5 
was last known to be located. 
20. A data communications system as set forth in 
claim 19 wherein said mobile router further includes 
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means for forwarding the converted packet to said se- 
lected base access station having the destination ad- 
dress, and wherein said selected base access station 
includes means for receiving the converted packet and 
means for transmitting the received packet over the 
wireless communication link to the mobile host. 
***** 
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